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Introduction

Research Question
To what extent does the 'balance’ vulnerability supersede conventional
double-spend attacks as the most effective threat to Nakamoto’s consensus

protocol?

Bitcoin
Within recent years crypto-currencies have grown from being used by ‘geeks’,
‘criminals’ and social libertarians to becoming close to mainstream. However, despite

having a completely modern structure, they are still vulnerable to fraudulent activity.

Bitcoin is the largest crypto-currency with a market capitalisation far outstripping
any competitor (Coinmarketcap.com, 2017). Satoshi Nakamoto, the pseudonym for
the anonymous creator of the first Bitcoin, wrote his consensus protocol to provide a
backing for his vision of a decentralized currency. However, Nakamoto’'s consensus
protocol has far larger applications than just in currencies as projects examining its

use in housing registries and cross border transactions are currently underway.

However, Bitcoin is not truly decentralized in the way that Nakamoto envisaged.
In his seminal paper, he stated that:
“The [Bitcoin] network is robust in its unstructured simplicity. Nodes work all at

once with little coordination.”



Due to market forces, networks are structured with larger consortiums
benefiting from lower marginal costs. As data gathered by BLOCKCHAIN S.A, a
leading player in the Bitcoin network, has shown a growing proportion of network
power controlled by a relatively small number of ‘pools’. (Blockchain.info, 2017) These
changes have made new types of attack possible which have a considerably higher

chance of success than previous attacks as this essay will show.

Methodology

The essay will seek to show the threat which the Balance attack exposes the
Bitcoin network as compared to conventional double-spend attacks. The Balance
attack, a theoretical method to de-fraud the Ethereum chain, was created by
researchers from the University of Sydney and attempts to allow malicious actors
with much less than 50% of network power to double-spend with a high probability.
(Natoli and Gramoli, 2016) This takes advantage of the problems with consensus
algorithms distributing information throughout the system and the ability for malicious
actors to easily interrupt communications between nodes in the mining network using
commonplace techniques.

To do this, | will consider two thresholds for success, both a double-spend
occurring after 3 blocks have passed and a double spend occurring after 6 blocks
have passed for reasons that will be shown later. In my scenario, the attacker will be
able to control 5% of network hash power. | have used my understanding of how the
network operates to calculate the probability that the attacker meets these
thresholds. This has been done through a model | created which provides a fair

approximation of this probability.

\A: content, purpose,
worthiness and
methodology all
addressed




The essay does not seek to show how the attacker might isolate nodes but
only seeks to show that if it is possible, an attack is far more likely to occur as a

result of the Balance attack as compared to the conventional double-spend attack.

Network Structure
It is impossible to pin down an “authoritative” Bitcoin specification. (Courtois and
Bahack, 2014) The protocol is constantly changing and adapting as the result of
changes submitted by countless programmers, consortiums and working groups.
However, the core principles of the network in the Bitcoin network can be described

abstractly.

Representation of Network

The Bitcoin network can be represented as a directed graph G where:

G = (V,E)

(Natoli and Gramoli, 2016)

In the network, the vertices V are logical nodes. The difference between physical and
logical here is distinct as a node could be one of many physical sections of hardware
linked together in some form of network. All the nodes are part of the Bitcoin

network.

The edges E are fixed communication links.

The Bitcoin network is categorised as distributed and in theory should resemble a
mesh network. Full Bitcoin Nodes have degree of 8, meaning that they have 8 logical
connections to the outside network. This, in theory, should make them less vulnerable

to being isolated from the network as the Balance attack attempts to do.



Distributed and Decentralized Networks

There is limited agreement on the exact definitions of the different types of network
as they were never explicitly defined in Baran's original paper (Baran, 1964). The
terms are frequently misused by enthusiasts. Furthermore, given that only limited data
exists on the degree distribution of the network, making judgements about the exact

characteristics are problematic.

(b) (c)
Fig. 1—(a) Centralized. (b) Decentralized. (¢) Distributed networks.

Figure 1 - (Baran, 1964)

As Figure 1 shows, the definition of a centralized network is clear; it is one where a

single node has individual connections to the rest of the network.

The clearest definitions which match Baran’s paper are below:

Decentralised system: system where components operate on local information to

accomplish goals, rather than the result of a central ordering influence

Distributed systems: system in which computation is distributed across components,
which communicate and coordinate their actions by passing messages. The

components interact with each other to achieve a common goal.

(Question on the terms 'distributed' and 'decentralised’, 2016)



Bitcoin is both distributed and decentralised. However, it does not resemble the
decentralized system (Figure 1 (c) - (Baran, 1964) as Nakamoto hoped. Not all nodes
will bother to connect to a full 6 other nodes and in mining ‘pools’ a single node will act
as a front for a far larger amount of computational power. This structuring has the
potential to allow the network to resemble a decentralized network (Figure 1 (b) -

(Baran, 1964) which is a much easier target as Baran showed.

Pools

As the likelihood of correctly hashing the chain is entirely random there is an
incentive to pool together computational resources to provide a stable income for
participants. Therefore, a ‘pool’ is in many ways like a gambling syndicate. The
members contribute resources, in this case raw hash power and are rewarded with a

share of the proceeds which is proportional to it. (Brezo and Bringas, 2012)

In contrast to the spirit of Nakamoto’'s paper, pools add some centralization
because the administrator of the pool is the only one which connects to the network in
some cases. This leads to single vertices which represent an amount of network power

which is disproportionate to the number of connections they have to the network.

Blockchains
The basis for all current conventional crypto-currencies is some form of blockchain.
The blockchain is frequently described as a distributed ledger system. (Nakamoto,

2008)
The blockchain can be represented mathematically where:
i = (B, F)

(Natoli and Gramoli, 2016)



The blockchain, ¢ is a directed acyclic graph. This means that the edges link the
vertices so that the graph can be transversed only one way. The blockchain is also

finite with an identifiable size.

The blocks B are data structures with multiple fields.

The pointers P are links between the blocks

The genesis block g is the first block in the blockchain and links back to nothing.

Following this model, the block chain is can be represented as,
(b, g), (b3, by) ..., (b, b,—,) However, for clarity | will use the following notation g —

by = by == by

The ledgers, which are records of transactions that are in groups known as blocks, are
cryptographically linked using a hashing function. A hash is a one-way function where
data is converted into a string of a fixed length. Every time data is hashed it produces
the same output of the same length. However, unlike some other cryptographic
methods, a single change will create a completely different hash making it impossible

to work towards a solution.

The previous block is referenced in the current block forming an unbroken chain
(Dabbs, 2016). This is further shown in Figure 2 below. This is designed to make the
record of transactions which is an objective version of the truth designed to prevent
fraud. The blockchain is thus a cryptographically backed linked-list where the previous
block is referenced using the hash of the previous block’'s header. There is a
continuous link between the blocks back to the genesis block. All the transactions are

hashed into a Merkle Tree.
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Block 1 Block 2 Block 3
Header Header Header
-_'_-\_ -_'---&.‘
IIIII Hash Of Previous Hash Of Previous i Hash Of Previous
Block Header Block Header Block Header
Merkle Root Merkle Root Merkle Root
A A A
1 1 1
Block 1 Block 2 Block 3
Transactions Transactions Transactions

Figure 2 - (Bitcoin.org, n.d.)

Merkle Trees

In the Bitcoin protocol a Merkle tree is used to verify that all the transactions in the
block have not been tampered with. Transactions are hashed and paired and the result
is hashed together. This process is repeated recursively with the hash building a binary
tree where the root node is the cryptographic result of all the transactions. (Chumbley

and Moore, n.d.)

Block Propagation

As blockchain based systems are distributed, it is possible for multiple nodes to solve
the cryptographic puzzle simultaneously leading to multiple nodes to attempt to
propagate their own version of the chain. This is described as a forked chain or a tree
(Natoli and Gramoli, 2016) and presents the fundamental problem with this distributed

model.

As soon as a miner finds a solution to the hash which satisfies the criteria set by the
network it will then broadcast this block outwards onto the network. Miners who are
‘honest’ will start trying to find the next block in the chain with the hash of the previous

block’s header. If two miners find solutions then the other miners will work on finding

11



a block based on the hash of the previous headers of the first complete block they

receive.

The consensus algorithm will attempt to quickly stop the chain branching to prevent

double spending.

In Nakamoto's protocol the cryptographic difficulty, d, is variable so each ‘solution’ to
the crypto-graphic problem will take approximately 10 minutes. This should allow the
block to be propagated throughout the entire network before the next block it created

if no other solution has been found to the problem.

Consensus Algorithms
A consensus algorithm' underpins most blockchain based systems such as crypto-

currencies. They have two functions:

1. It should ensure that the next block in the blockchain is propagated after it
is accepted.
2. It should stop the chain from being influenced by malicious actors.

(CoinDesk, (n.d.))

Although not explicitly mentioned a consensus algorithm will ensure that there is only
a single version of the chain. This is fundamental to the ability to safely use a

blockchain as it would be impossible otherwise for transactions to be carried out.

Normal Occasional Forking

Header Hash

Figure 3 - (Bitcoin.org, n.d.)

" NB. For this essay, when consensus algorithms are referred to they are all proof of work.
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In Nakamoto’s consensus protocol, the Bitcoin Network is forced to accept the longest
version of the chain. As figure 3 shows, forking for one block is expected occasionally

and the next block mined easily decides the which chain is mined by the network.

Rare Extended Forking

Header Hash

Figure 4 - (Bitcoin.org, n.d.)

In some rare situations, an extended fork may occur as shown in Figure 4 where the
chain will split for a period of time, however as long as one fork has a larger share of
computational power then it will eventually merge as one chain overtakes the other.
According to data from Blockchain.info there has never been a fork of greater than
four blocks apart from the ‘Value Overflow’ bug in August 2010. (Blockchain.info,

2017)

Transaction Confirmation

As there is no central authority to enforce or even give standards which must be
followed, there is no clear number of blocks which must be confirmed before the
transaction takes place. It is best practice within the Bitcoin Network to wait for up to
6 transactions before the transaction is counted as confirmed to limit the possibility of
double-spend attacks occurring. (Bonneau, 2015) However, this practice is not
ubiquitous within the network and is only considered best practice. Blockchain.info
implies that transactions are confirmed after 3 blocks are in the chain. The longer the
chain after the block the lower the chance of a transaction being reversed as it
becomes exponentially more difficult to edit the chain. This shows the reasoning

behind my dual threshold test used in this essay’s analysis.
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Attacks
Conventional double-spend attacks ¢ attempt to exploit the nature of a
consensus protocol by disrupting the integrity of the block chain. (Barber et al., 2014)
Most attacks on the blockchain which do not directly target the hosts in the peer to

peer network involve history revision attacks.

Double Spending on a Blockchain
To reverse a past transaction in order to double-spend a Bitcoin, the malicious
actor must catch up and overtake the chain which is being created by honest miners.
This attack involves:
1. The victim, a merchant who will send something of value, usually another
crypto-currency or electronic money which can be quickly transferred.
2. The attacker, probably some form of hacker, will try to get something of
value from the merchant without having to pay for it. For any significant

chance of success, they will need control a large amount of hashing power.

The attack happens in several stages:

1. A transaction tx1 is carried out and correctly signed by the necessary
cryptographic keys. This is all honestly done, and the attacker and the victim
do not know each other’s private keys nor does the victim know that he is
about to be defrauded.

2. tx1 is inserted onto block b, and its hash added to the Merkle tree.

2 Conventional double spend attacks are sometimes referred to as a history revision attack by some
academic writing but as the Balance attack also involves history revision | have chosen to use this
phrasing.
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3. The attacker is secretly holding his block b,which does not have a record of
him paying the vendor for the goods. He proceeds to ‘race’ the network
waiting for the goods from the vendor to be transferred.

4. After x blocks the transaction occurs and he gets his goods from the
merchant. At this time, the chainis g = - = b, = b, ; = =+ = by

5. He then broadcasts his chain out to the other nodes within the network. g —

= b, = by = - = by Which as itis 1 longer should be accepted by

the network

This results in the blockchain being g = - = b, = bypq = = bgyps1 —
... Where tx1 is not present on the blockchain. This leads to the attacker
having not spent any Bitcoins while receiving the goods which the vendor
thought that he paid for. The attacker is now free to spend the Bitcoins again.
The system in this case has been rendered block-oblivious
VVVVVUN
Block-Obliviousness
Natoli and Gramoli provide a definition for a successful double spend attack.
A blockchain system is considered block oblivious if an attacker can:
1. Make the recipient of a transaction tx observe that tx is committed and
2. Later remove the transaction tx with a probability of success of 1 — € where
€ is a small positive constant.

(Natoli and Gramoli, 2016)
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Conventional Double Spend

The conventional double spend attack is as old as the Bitcoin Network but is
difficult to complete successfully. Nakamoto showed that this is with synonymous with
the ‘gambler’s ruin’ problem and that the probability of success drops exponentially as

the time since the block was propagated increases. (Nakamoto, 2008)

If the network power belonging to the honest miners is greater than the network
power belonging to the malicious miners then the probability of this type of attack

occurring can be shown to be mathematically negligible.

Proof 1
To show the probability of success of the attack, | have used Nakamoto’'s

method and applied it to my conditions set out in my methodology.

Keeping with Nakamoto's notation we can state that:
p = probability an honest node finds the next block
q = probability the attacker finds the next block

q, = probability the attacker will ever catch up from z blocks behind

It is assumed that z = 6 or z = 3 as per the methodology.

In this p and g represent the network power exerted by the malicious and honest

nodes respectively. If g controlled 5% of the network power the probability of hashing

the block first is 0.05. This is because the chance of solving the cryptographic ‘puzzle’

16



is entirely random and the only factors effecting the chance of a successful hash is the

hashing power.

The probability that the attacker ‘wins’ this binomial random walk can be expressed

with the following probability density function.

b= {cq/;)z 3}‘; iqq}

For the attack to be successful the attacker will need to control the chain for 3

or 6 blocks. The longer the chain the lower the chance of a successful attack.

Px)=gq, »0asz » o
As the probability of is small we can approximate the likelihood of this

occurring using the Poisson distribution and the Poisson limit theorem. 3

-4 A7
7}1—1}30 P(qz) = g

Where

We can therefore multiply P(x) , the probability density function of g, by the

Poisson distribution to calculate results.

3 For the full proof see http://www.oxfordmathcenter.com/drupal7/node/297 Accessed June 2017.

17




i —AAZ

Ze z! 2Pl

z=0

This can be rearranged to prevent summing the infinite end to the distribution.
et )7
)
z!
z=0

Therefore, | calculated that:

"(1-P()

Forz = 3
The probability g, is 0.000125
Forz=6

The probability g, is 01.5625e-8 using exponent notation

Both these probabilities have shown that conventional attacks simply are not effective

with a small amount of hash power.

This shows why this double spend is considered the ‘51% attack’; it is not worth
attempting to attack the network unless you control more than 50% of the network
power. The network is inherently resistant to malicious actors if a full 6 transactions
elapse before goods are moved out of escrow. The attack is also statistically very

unlikely with 3 blocks used for confirmation with 5% network power.
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Balance attack

Introduction

The Balance attack addresses the problem encountered by the conventional
attack that proof of work blockchains require a large amount of hash power to have a
high probability of editing the blockchain.

The Balance attack involves delaying communication within the network to
allow a double to spend to occur. This relies on the fact, as noted previously, that
network power is not evenly distributed within the network among many independent
parties but a small number of pools of computational power. If these pools can be
identified and be made to be block oblivious then the hash power which they control

is in effect working for the attacker.

Application to the Nakamoto’s Protocol

The Balance attack was created to attack the GHOST# protocol which forms
consensus on the Ethereum network. It is still applicable to the Bitcoin network as
instead of adding uncle blocks to weight the sub-tree, the attacker instead mines on

the top of the sub-group which does not contain his transactions.

The Attack

For simplicity, the number of mining sub-groups, k, has been fixed at 2 in my
working.

The transaction subgroup, G; contains an approximate 45% of network power

and will be isolated from the rest of the network by the attacker. This is made easier

4 GHOST is the abbreviation for Greedy Heaviest Observed Sub-Tree, the protocol used to provide
consensus in Ethereum.
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by the fact that some pools, while having many physical nodes, will only have 6 logical

connections to the network. This subgroup need not be a single pool but could be two

or more pools which would remain connected but still isolated from the rest of the

network.

The mining subgroup, G, has another proportion of network power which

ideally will be balanced in terms of hash power with G;.

The attacker A controls 5% of network power.

The rest of the network will be isolated from both sub-groups and for the

simplicity of my essay will be considered to be de-facto nonexistent.

Execution of the Attack

1

The attacker using some form of malware creates two subgroups of
roughly equal hash power.

A transaction tx1 is issued in G, sending several Bitcoins to a merchant in
return for some goods.

The communication must be delayed by t seconds so that the chain
created by G; becomes long enough for the merchant to assume that the
transaction is confirmed and the product is delivered.

Communication is restored.

The chain created by G, which does not contain the transaction should be

longer and will replace G, chain meaning tx1 never took place.

The protocol has been manipulated and can be deemed block-oblivious.

20



For the attack to work the chain from G, will have to be greater than the chain from G,
so that Nakamoto’s protocol chooses it as the valid chain once connection within the
network has been restored.

In the ‘race’ between the two chains, the attacker needs to be sufficiently certain that

the transaction chain made by the network subgroup G, is shorter than G,.

Proof 2
To show the probability of success | have used my own method based on

modelling the propagation of Bitcoins using the Poisson distribution

To show that the attack is intuitively more effective than the conventional double
spend attack let us consider a network running Nakamoto's protocol where the
subgroups remain the same as above. As we know, with the same network power,
G; and G, will perform the same number of Bernoulli trials to find a solution to the

crypto-puzzle.

If two random variables X; and X, represent the sum of the successes from, G, and

G, respectively.

For the attack to fail, the chain G, represented by X, will have to be longer than

(; by an amount greater than the number of blocks A which the attacker can mine.

mod( X, — X)) —A<0
This is not an exact equation but is in my opinion a fair approximation which | have

created of the probability the attack fails.
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The probability of finding a block is Poissonly distributed (Onies, Olayinka and
Daniele, 2017) with an expected value of 10 minutes in the Bitcoin network.
Therefore, in an hour X — Po(6). However, given that only half the hash power

available X — Po(3) for G, and G,.

Given that the attacker gives a time delay t, of enough time so that it is expected that
the required number of blocks are mined, he will mine one block with a certain
probability.

Therefore, using a Graphical Display Calculator (GDC) | have worked out the
Poisson values.

For where z = 3

0.259181779318282

For where z =6

0.451188363905973

G1 and G2 are expected to mine for where z = 3

Number of Blocks Probability

0.149361205103592
0.224041807655388
0.224041807655388
0.168031355741541
0.100818813444924

| WwN|—=

Therefore, after the possibilities are cross referenced? the chance is 0.100136273 of

a double-spend occurring.

5 For full method see appendix
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G1 and G2 are expected to mine for where z = 6

Number of Blocks Probability

0.133852617539983
0.160623141047988
0.160623141047988
0.137676978041126
0.103257733530844

0N O

Therefore, after the possibilities are cross referenced® the chance is 0.077919365 of

a double-spend occurring.

In neither case is the network deemed block-oblivious with the statistical methods |
have used. It is interesting to note that the probability of a successful attack where

the time delay t is statistically large rises to over 40%. Despite this, with a 3-block

verification time a 10% probability of de-frauding the network while holding only 5%
of network power is something that cyber-criminals may take seriously given the

amount of money flowing through the network

Conclusion
To what extent does the 'balance’ vulnerability supersede conventional
double-spend attacks as the most effective threat to Nakamoto’s consensus

protocol?

The attacks cannot be cleanly compared as they do not have common variables

which directly affect the success or failure of the attacks. If hash power is kept

8 For full method see appendix
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constant then as the estimates show the Balance vulnerability has a far higher
chance of success than conventional double-spend attacks when comparing the

results of proof 1 and proof 2 for both thresholds.

As data taken from BLOCKCHAIN S.A shows, the hash power within the network is
highly concentrated which in theory could lead to a Balance attack being executed
with a higher probability as compared to other methods of attack. Further
concentration amongst mining groups along with slackening of security measures in
attempt to speed up confirmation could be a toxic combination.

The threat posed by smart attackers who have knowledge of how the network
works along with the known existence of large bot-nets with huge hash power leaves
blockchains in a position which is far from secure. With the continuing faults being
found, | agree with Natoli and Gramoli's analysis that proof of work consensus

algorithms are inappropriate for use in secure systems.
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Appendices
Proof 2

To calculate the results for proof 2 | used the following method:

If we start with this equation:

mod(X1— X;)—A<0
We need to calculate the probability that it is greater than 0. However, because this
represents the interaction between a large number of probabilities | have had to
simplify the calculation. Had the A of the Poisson distribution been large | could of

approximated with the normal distribution but in this case it was not possible.

Firstly, for the following tables | am working with a time delay of the expected value
which would allow the transaction to be authenticated. | have worked out the
probability that G2 < G1 or that probability that when G2 and A < G1. All the conditions
when its not possible have been left blank or counted as fail.

As stated previously, this is an estimation and an accurate figure would require

calculating an infinite number of probabilities.
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Forz=3

G2 1 2 3 4 5
G1 0.149361205 | 0.224041808 | 0.224041808 | 0.168031356 | 0.100818813
1 0.1494 | 0.005782027 | 0.033463154 | 0.033463154 | 0.025097366 | 0.015058419
2 0.224 0.01300956 | 0.050194732 | 0.037646049 | 0.022587629
3 0.224 0.01300956 | 0.037646049 | 0.022587629
4 0.168 0.007317877 | 0.016940722
5 0.1008 0.002634436
0.336438363
For z
G2 4 5 6 [ 8
G1 0.133852618 | 0.160623141 | 0.160623141 | 0.137676978 | 0.103257734
4 0.1339 | 0.008083727 | 0.021499828 | 0.021499828 | 0.018428424 | 0.013821318
B 0.1606 0.011640567 | 0.025799793 | 0.022114109 | 0.016585581
6 0.1606 0.011640567 | 0.022114109 | 0.016585581
¥ § 0.1377 0.008552253 | 0.014216213
8 0.1033 0.004810642
0.237392539

For the following two the time delay statistically large. The expected value is now x.

G2 X-2 X-1 X x+1 X+2

G1 0.14936121 | 0.22404181 | 0.22404181 | 0.16803136 | 0.10081881
X-2 0.1494 | 0.00578203 | 0.03346315 | 0.03346315 | 0.02509737 | 0.01505842
x-1 0.224 0.01300956 | 0.05019473 | 0.03764605 | 0.02258763
X 0.224 0.01300956 | 0.03764605 | 0.02258763
x+1 0.168 0.00731788 | 0.01694072
X+2 0.1008 0.00263444

0.33643836
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G2 X-2 x-1 X xX+1 x+2

G1 0.13385262 | 0.16062314 | 0.16062314 | 0.13767698 | 0.10325773
X-2 0.1339 | 0.00808373 | 0.02149983 | 0.02149983 | 0.01842842 | 0.01382132
x-1 0.1606 0.01164057 | 0.02579979 | 0.02211411 | 0.01658558
X 0.1606 0.01164057 | 0.02211411 | 0.01658558
X+1 0.1377 0.00855225 | 0.01421621
X+2 0.1033 0.00481064

0.23739254
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